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The Cost of a Breach

3/15/2022

“The following factors, among others, could cause actual results to differ from those set forth in or 
anticipated by the forward-looking statements: the ongoing assessment of the cyber incident; legal, 
reputational, and financial risks resulting from the cyber incident or additional cyber incidents; and 
the other factors set forth in the company’s Annual Report on Form 10-K for the year ended 
December 31, 2021.”  - A Public Insurance Company

* https://www.munichre.com/topics-
online/en/digitalisation/cyber/cyber-
insurance-risks-and-trends-2021.html

Data Breach
Avg breach identified ~280 
Days. Avg Cost per Breach 

~3.86B*

Ransomware
Avg downtime cost per 
environment $286,000*

Reputation
Brand, Market Value, 

and Customer 

Confidence
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The business environment is evolving

New data privacy regulations

PCI-DSS

MEXICO 

PLC

HIPAA

FedRAMP

GDPR

eiDAS

PIPA

MAS

POPIA DPA

Mistake or malice: The results are the same
Top 6 threats to sensitive data

Source: Ponemon Global Encryption Trends Study 2021
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IT in the Insurance Market Environment
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APPLICATIONS
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Cyber Infrastructure – Low Hanging Fruit to Strategic
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Infrastructure
Security

Auto Compliance

Securing 

Unstructured Data

Fast Results >>>>>> Comprehensive Security

Reduced Risk

Higher Risk

Faster Time to Value

Longer Time to Value
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Securing Unstructured Data

Ensure separation of admin duties

Separate Data access and Admin

Bring your own Key (BYOK) to the Data

Center or Cloud

Secure Secret Material

Seucre Enterprise Data – Everywhere!

BYOK

Key 

Management 

System

Zero 

Downtime 

Encryption

Access Controls

REST Based 

API’s 

High 

Availability

Workload
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Automating Compliance

Identify which privileged users has access 
to what workloads in your environment

Discover

Analyze, remediate, and report 
the state of your security posture 

to management and auditors

Report

Automate the hardening and 
remediation of your hypervisor 

configurations

Comply

Control what actions can or can’t 
be performed by privileged users 
in your environment 

Enforce

Track and log all privileged user 
actions performed on workloads 
in your environment. 

Monitor
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Securing the Virtual Infrastructure

Secure multi-tenant environments

Automate configuration hardening 

tasks

Prevent disruption due to common 

administrator errors

Enforce separation of administrator 

duties 

Enable strong administrator 

authentication 

Produce audit-quality logs to support 

compliance and incident response

Attribute 

Based 

Access 

Controls 

(ABAC)

Secondary 

Approvals 

2-Factor 

Authentication 

(2FA)

Runtime

Monitoring

Configuration 

Hardening

Root of 

Trust

Image 

Assurance

Enhanced

RBAC

Logging & 

Reporting

Workload
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HAVE QUESTIONS?

WAYNE.LEWANDOWSKI@ENTRUST.COM

+1(540)454-9075

mailto:Wayne.lewandowski@entrust.com

